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The Information Commissioner’s Office response to the 
Department of Business, Energy & Industrial Strategy and 

Ofgem’s Call for Evidence on “a Smart, Flexible Energy 
System”. 

 
 
The Information Commissioner’s Role 

 
The Information Commissioner has responsibility for promoting and 

enforcing the Data Protection Act 1998 (“DPA”), the Freedom of 
Information Act 2000 (“FOIA”), the Environmental Information 

Regulations (“EIR”) and the Privacy and Electronic Communications 
Regulations 2003 (“PECR”). She is independent from government and 

upholds information rights in the public interest, promoting openness by 

public bodies and data privacy for individuals. The Commissioner does this 
by providing guidance to individuals and organisations, solving problems 

where she can, and taking appropriate action where the law is broken.  
 

The Commissioner welcomes the opportunity to respond to the call for 
evidence on the future of the UK’s energy grid. She recognises the 

importance of creating a smart and flexible energy network to cope with 
changing demands in the future. New technologies that use electricity in 

new ways, for example electric cars, and new ways of managing demand 
through flexible pricing and storage systems are important for managing 

the electricity network.  
 

However, with these changes, the impact on individuals and their privacy 
needs to be considered.  As the Call for Evidence points out, these 

technologies will result in the generation, transmission and collection of 

significant quantities of data – and that those data will likely constitute 
personal data and as such be covered by data protection law. The 

handling of this data needs to be done in compliance with current and 
impending data protection law, in ways that respect privacy.  Respecting 

individuals’ privacy, and giving individuals genuine choices in the use of 
their data will not only ensure compliance with the law but also promote 

trust and confidence in these digital products and services.  This response 
focuses on the aspects of the consultation which raise privacy concerns or 

impact on privacy.   
 

The use of consumers’ energy consumption data emanating from smart 
meters is governed by the Data Access Privacy Framework (DAPF). This 
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framework was drawn up by Ofgem and places certain obligations on 

energy suppliers and network operators with regard to accessing 
consumption data. The granularity of data that can be accessed by energy 

suppliers depends on whether the consumer has opted in or opted out. 
The DAPF sets out the following requirements: 

 
 Energy suppliers can have access to monthly consumption data by 

default for billing and account purposes 
 Energy suppliers can access daily consumption data unless the 

customer has opted out 
 Energy suppliers can access less granular data, down to half-hourly 

data, if the customer has opted in  
 

In most cases network operators are precluded from accessing half-hourly 
data unless it has been anonymised or aggregated such that it is no 

longer personal data. Any use of consumption data by energy suppliers or 

network operators must respect these restrictions on the use of data.  
 

In a number of places the call for evidence suggests that half-hourly 
settlement can “place stronger incentives on suppliers to help customers 

use electricity when it is cheapest”. Any attempt to nudge consumers into 
changing their usage patterns should not involve the profiling and 

targeting of specific customers unless they have opted in to the use of 
such data in line with the DAPF. The issue of the use of half-hourly data 

for settlement and beyond is especially concerning given that a large 
number of customers have had smart meters installed on the basis of the 

access rules set out in the DAPF and it would bring up issues of fairness if 
those rules were to be changed unilaterally.     

 
The call for evidence mentions the proposal for mandatory half-hourly 

settlement a number of times. The Commissioner has responded to 

consultations from Ofgem on mandatory half-hourly settlement 
previously. These were the open letter on mandatory half hourly 

settlement in December 20151 and the consultation on the aims and 
timetable for reform in January 2017.2 This response will not attempt to 

cover the same ground, and will refer to those responses where half-
hourly settlement is relevant.  These responses highlighted the need to 

ensure that any changes to the DAPF are kept as narrow as possible to 
only allow for the use of half-hourly data for settlement and not to include 

further profiling to nudge consumers into better energy usage when they 
have not opted in. 

 
This response will now turn to the questions relevant to data protection. 

 

                                       
1 https://ico.org.uk/about-the-ico/consultations/ofgems-half-hourly-settlement-the-way-

forward/ 
2 Will be available at: https://ico.org.uk/about-the-ico/consultations/ 
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Q28: Do you agree with the 4 principles for smart appliances set 

out [in the call for evidence] (interoperability, data privacy, grid 
security, energy consumption)? 

 
The Commissioner agrees that there will likely be concerns around data 

privacy with smart appliances and that it is vital that consumers are given 
enough information about the use of data to ensure that they can make 

informed choices over what services they wish to use.  This approach 
should also act to promote consumer trust and confidence in the new 

goods and services the smart energy system is enabling.    
 

The ICO published an updated version of the Privacy Notices Code of 
Practice in 2016.3 This provides guidance on how best to ensure 

consumers are given the necessary information in a way that is 
understandable – and encourages innovative approaches such as the use 

of icons and multimedia.  

 
It is likely that any processing of personal data by smart appliances to 

alter consumption patterns will have to rely on consent as the legal basis 
for processing. From 25th May 2018 the General Data Protection 

Regulation (GDPR) will apply, and this has made the definition of consent 
clearer and more specific. Under the GDPR consent must be freely given, 

specific, informed, and must involve an unambiguous indication of the of 
the data subject’s wishes. Smart appliance manufacturers will have to 

ensure that any consent they gain from their customers for the use of 
smart appliances that process personal data will meet these 

requirements, and also be able to evidence that consent. 
 

Q29: What evidence do you have in favour or against any of these 
options set out to incentivise/ensure that these principles are 

followed?  

 
Option C sets out the potential for a requirement that all appliances be 

smart. This could negate the ability for consumers to consent to their data 
being processed as they would not have a choice to purchase an 

appliance that did not process their personal data. This option would 
seem to go against principle b set out in paragraph 6 of section 4.1 of the 

call for evidence on data privacy as well as being unlikely to comply with 
consent requirements under GDPR. This would have the knock on effect of 

meaning that the smart appliance manufacturers would require another 
legal basis for processing under data protection law. There could also be a 

significant impact on user trust and confidence in the smart energy 
system, and Internet of Things in general, if users feel they are being 

forced into using smart appliances that process their personal data. 
 

                                       
3 https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-

transparency-and-control/ 
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It could be that the smart functions of such appliances could be switched 

off by the consumer, however, this would likely lead to an increase in 
price of the appliance due to a facility that the consumer may not wish to 

use. 
 

Option A mentions the labelling of smart appliances. Manufacturers should 
refer to the ICO’s Privacy Notice Code of Practice to ensure they are 

giving their customers the necessary information so they can make an 
informed choice about the processing of data. The Code of Practice also 

mentions the use of icons to communicate to the customer what data are 
being processed. The use of icons is something that is also mentioned in 

the GDPR as something that could be considered. For an icon based 
approach to be effective there is a need for understanding and recognition 

from consumers. Consideration would need to be given to how to build 
such an understanding to ensure they are an effective way to 

communicate data processing to consumers. To make the most of icons 

there would need to be universality across manufacturers. A fragmented 
use of different sets of icons would be unlikely to provide the level of 

recognition or understanding that would be required. 
 

 
Q32: Are there any other options that we should be considering 

with regards to mitigating potential risks, in particular with 
relation to vulnerable customers? 

 
It is important to ensure that vulnerable customers are not put at a 

disadvantage by any move towards a smart and flexible energy grid. 
Vulnerable customers may not be in a position to switch their usage 

patterns or tariffs. Extra care also needs to be taken when communicating 
how smart appliances will use the consumer’s personal data to vulnerable 

customers to ensure that they are able to fully understand the processing 

that will take place. The topic of vulnerable customers and half-hourly 
settlement was covered in the Commissioner’s response to Ofgem’s 

consultation of the aims and timetable for mandatory half-hourly 
settlement4. 

 
Q40: Please provide views on what interventions might be 

necessary to ensure consumer protection in the following areas: 
Data and Privacy. 

 
The call for evidence rightly highlights the importance of data privacy for 

a smart energy grid given the step change in the amount of data being 
processed. It highlights the Data Protection Act and the DAPF. However, 

in addition, parties involved should be considering the implications of the 
GDPR to the processing of personal data. As mentioned above, the GDPR 

                                       
4 See notes 1 and 2 above 
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will apply from May 25th 2018, so many of the longer term proposals in 

the call for evidence will need to be considered in the light of this. 
 

As mentioned above, the GDPR makes the definition of consent more 
specific and places obligations on data controllers to be able to 

demonstrate that they have the consent of the data subject. Any written 
request for consent must be presented in a clearly distinguishable manner 

and it must be as easy for the data subject to withdraw consent as to give 
it. There are also more stringent requirements in the GDPR regarding 

transparency and what information must be given to data subject regards 
to and data processing.    

 
The Commissioner also highlights that security is of the utmost 

importance and that necessary technical and organisational measures 
must be in place to ensure that customers’ data is protected. In terms of 

interventions, however, it is not appropriate to provide any particular 

detail on how energy suppliers, network operators, smart appliance 
manufacturers, and other relevant parties should protect the data that is 

in their care. Those parties are under a duty to ensure that appropriate 
technical and organisational measures are taken in terms of the security 

of the data under their care - what is appropriate will depend on the 
organisation itself and technology available.  The risk with mandating 

specific measures is that they can quickly become obsolete as technology 
develops and new risks and vulnerabilities are identified. Whilst it’s not 

appropriate to mandate specific technical measures, a step change in the 
data being processed within the energy industry would be a good 

opportunity for industry to develop standards that would address 
concerns and vulnerabilities.  

 
January 2017 

 

 
 

 


